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In diesem Vortrag geht es darum die Moglichkeiten
aufzuzeigen wie man mit Google auf bestimmte
Informationen zugreifen kann.

Der Vortrag basiert auf Informationen und
Beispielen aus dem Buch “Google Hacking” [1] von
Johnny Long sowle seilinem Vortrag von der Black Hat
Europe Konferenz 2005.

Ebenfalls wurden Beispiel aus dem Vortrag von
Robert Masse & Jian Hul Wang (GoSecure) *“Hacking
with Google for fun and profit!” [2] verwendet.

[1] http://johnny.ihackstuff.com/downloads/task,doc details/gid, 7/
[2] www.gosecure.ca/SecInfo/library/WebApplication/GOOGLE-HACKING-GS1004.ppt
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Wie funktioniert Google?

Google ist das einzige Unternehmen, das sich darauf
konzentriert, die "perfekte Suchmaschine" zu entwickeln.

Der Mitbegriinder von Google, Larry Page, sagt: "Die perfekte
Suchmaschine wirde genau erkennen, was der Nutzer meint, und
genau die Ergebnisse ausgeben, die er sich wunscht'...

Die Suchmaschine von Google analysiert auch den Content einer
Seite. Es werden jedoch der gesamte Content einer Seite und
Faktoren wie Schriftarten, Unterteilungen und die genaue
Position aller Begriffe auf der Seite analysiert, anstatt nur
den seitenbasierten Text zu scannen (der uUber Metatags von
Website-Publishern manipuliert werden kann).

http://www.google.de/corporate/tech.html
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Anonymitat

Tcpdump des Interfaces

blackgate:~ marc$ sudo tcpdump -q -i enl port 80

Password:

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on enl, link-type EN10OMB (Ethernet), capture size 96 bytes
21:23:45.700610 IP 192.168.100.162.55000 > 1Im-in-fl04.google.com.http: tcp
21:23:45.743744 IP 1lm-in-fl104.google.com.http > 192.168.100.162.55000: tcp
21:23:45.743791 IP 192.168.100.162.55000 > 1lm-in-fl104.google.com.http: tcp
21:23:45.744062 IP 192.168.100.162.55000 > 1Im-in-fl04.google.com.http: tcp
21:23:45.797389 IP 1lm-in-fl04.google.com.http > 192.168.100.162.55000: tcp
21:23:45.885395 IP 1lm-in-f104.google.com.http > 192.168.100.162.55000: tcp 1408
21:23:45.888293 IP 1lm-in-f104.google.com.http > 192.168.100.162.55000: tcp 1408
21:23:45.888332 IP 192.168.100.162.55000 > 1lm-in-f104.google.com.http: tcp O
21:23:45.891231 IP 1lm-in-f104.google.com.http > 192.168.100.162.55000: tcp 1408
21:23:45.934401 IP 1lm-in-f104.google.com.http > 192.168.100.162.55000: tcp 1120
21:23:45.934435 IP 192.168.100.162.55000 > 1lm-in-f104.google.com.http: tcp O
21:23:46.108236 IP 192.168.100.162.55001 > kalinka.catatec.ch.http: tcp 0
21:23:46.121137 IP kalinka.catatec.ch.http > 192.168.100.162.55001: tcp O
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Tcpdump des Interfaces
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21:23:45.743744 IP 1lm-in-fl104.google.com.http > 192.168.100.162.55000: tcp
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Anonymitat

Tcpdump des Interfaces

blackgate:~ marc$ sudo tcpdump -A -i enl port 80
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on enl, link-type EN1OMB (Ethernet), capture size 96 bytes

21:28:12.187153 IP 192.168.100.162.55019 > kalinka.catatec.ch.http:

P 373:754(381) ack 1795 win 65535 <nop,nop,timestamp 11433676 117860444>
(o e = @ RO SR NGB D P D% KA e sze o Y el

..V...h\GET /images/lugbe logo med. jpg
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Anonymitat

Tcpdump des Interfaces

blackgate:~ marc$ sudo tcpdump -A -i enl port 80
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on enl, link-type EN1OMB (Ethernet), capture size 96 bytes

21:28:12.187153 IP 192.168.100.162.55019 > kalinka.catatec.ch.http:

P 373:754(381) ack 1795 win 65535 <nop,nop,timestamp 11433676 117860444>
(o e = @ RO SR NGB D P D% KA e sze o Y el

..V...h\GET /images/lugbe logo med. jpg

Wird ein Bild geladen so wird der wirkliche Server angefragt.
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Y Y M Linux User Group Bern

l 4 p ] l & ] | + | @http:HEE.lDE.B.1D4f5&arch?q=cache:DlruE3uLLDru‘|_|:www.lugl::e.chf+5ite:lu - Qv site:lugbe.ch

[T1 BNC dionysos news¥ rss¥ anime~¥ privy macy music¥ miscv

a Linux User Group Bern | ._%

This is G o © g | e's cache of hitp://mww .lugbe.ch/ as retrieved on 8 Jun 2007 01:16:26 GMT.
G o © g | e's cache is the snapshot that we took of the page as we crawled the web.
The page may have changed since that time. Click here for the current page without highlighting.

This cached page may reference images which are no longer available. Click here for the cached text enly.

To link to or bookmark this page, use the following url: http: / fwww.google.com/search?
g=cache:D1lruB3vLLDMI swww.lugbe.ch/+site: lugbe.chihl=en&ct=clnkicd=l&client=safari

Google 12 neuther affliafed with the authors of fhiz page nor responsible for iz confant.

Uber die LugBE | Mailing List | Treff & Events | Projekte | lost+found | Supg

Willkommen bei der LUugBE

(Linux User Group Bern)

Die LugBE ist eine Gruppe von GNU/Linux-/ Unix- / BSD-Interessierten (und

=) im Raum Bern. Wir treffen uns einmal monatlich zum gemutlichen Fachsirr

Projekteschmieden ..., und einmal monatlich gibt's ein "Off-Event”: Vortrage,
Install- oder sonstige Parties. (siehe Treff & Events)

Unsere Treffs sind offentlich - das "regulare” Treffen ist grundsatz|

jeden 1. Donnerstag im Monat.
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This is G o © g | e's cache of hitp://mww .lugbe.ch/ as retrieved on 8 Jun 2007 01:16:26 GMT.
G o © g | e's cache is the snapshot that we took of the page as we crawled the web.
The nane mav have channed since that time  Click here for the cUrent nane withoot highlinhting

g=cache:D1ruB3vLLDMJI :www.lugbe.ch/+site: lugbe chEhl enskcbt=clnkicd= lﬁcllenL gafari

Google 12 neuther affliafed with the authors of fhiz page nor responsible for iz confant.

Uber die LugBE | Mailing List | Treff & Events | Projekte | lost+found | Supg

Willkommen bei der LUugBE

(Linux User Group Bern)

Die LugBE ist eine Gruppe von GNU/Linux-/ Unix- / BSD-Interessierten (und
=) im Raum Bern. Wir treffen uns einmal monatlich zum gemutlichen Fachsirr
Projekteschmieden ..., und einmal monatlich gibt's ein "Off-Event”: Vortrage,
Install- oder sonstige Parties. (siehe Treff & Events)
Unsere Treffs sind offentlich - das "regulare” Treffen ist grundsatz|
jeden 1. Donnerstag im Mcnat
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Anonymitat

Tcpdump des Interfaces

blackgate:~ marc$ sudo tcpdump -q -i enl port 80

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on enl, link-type EN10OMB (Ethernet), capture size 96 bytes
21:33:36.887585 IP 192.168.100.162.55034 > 1Im-in-fl04.google.com.http: tcp
21:33:36.930301 IP lm-in-fl04.google.com.http > 192.168.100.162.55034: tcp
21:33:36.930343 IP 192.168.100.162.55034 > 1lm-in-fl1l04.google.com.http: tcp
21:33:36.930625 IP 192.168.100.162.55034 > 1Im-in-fl04.google.com.http: tcp
21:33:36.979817 IP 1lm-in-fl04.google.com.http > 192.168.100.162.55034: tcp
21:33:37.062363 IP 1lm-in-fl04.google.com.http > 192.168.100.162.55034: tcp 1408
21:33:37.065264 IP 1lm-in-fl04.google.com.http > 192.168.100.162.55034: tcp 1408
21:33:37.065307 IP 192.168.100.162.55034 > 1lm-in-fl104.google.com.http: tcp O
21:33:37.065380 IP 1lm-in-fl04.google.com.http > 192.168.100.162.55034: tcp 20
21:33:37.065404 IP 192.168.100.162.55034 > 1Im-in-fl104.google.com.http: tcp 0
21:33:37.110405 IP lm-in-fl04.google.com.http > 192.168.100.162.55034: tcp 1408
21:33:37.112234 IP 1lm-in-fl104.google.com.http > 192.168.100.162.55034: tcp 593
21:33:37.112264 IP 192.168.100.162.55034 > 1Im-in-fl104.google.com.http: tcp 0
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Vergleichen wir die URLS

http://66.102.9.104/search?g=cache:D1ruG3vLLDMJ:www.lugbe.ch/
+site:lugbe.ch&hl=en&ct=clnk&cd=1&client=safari

http://66.102.9.104/search?g=cache:D1ruG3vLLDMJ:www.lugbe.ch/
+site:lugbe.ch&hl=en&client=safari&strip=1

Google

10
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Vergleichen wir die URLS
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Anonymitat

Vergleichen wir die URLS

http://66.102.9.104/search?g=cache:D1ruG3vLLDMJ:www.lugbe.ch/
+site:lugbe.ch&hl=en&ct=clnk&cd=1&client=safari

http://66.102.9.104/search?g=cache:D1ruG3vLLDMJ :www.lugbe.ch/
+site:lugbe.ch&hl=en&client=safari&strip=1

Damit konnen wir auch Webseiten ansurfen welcher ein Proxy
BRE LY B
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Wie sucht man mit Google ?

Basis Operatoren
+ ) Bedingt den Einschluss eines Begriffes
Google ignoriert standtartmassig gebrauchliche Worter

(where, how, Zahlen, einzelne Buchstaben):
Bei spiel: Star Wars Epi sode +I

- ) Auschluss eines Begriffes
Bei spiel: apfel -rot

Mit Anfihrungszeichen kann man nach exakten
Ausdrucken suchen:

Bei spiel: “Marc Herren”

Marc Herren ohne “” liefert 1470000 Ergebnisse, *“Marc
Herren” hingegen nur 9150. Somit wurden 99.4% der
irrelevanten Ergebnisse herausgefiltert.

GO*' ;gle
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Wie sucht man mit Google ?

Basis Operatoren
~ ) Suche nach Synonymen:
Bei spiel: ~food

Die Ergebnisse beinhaltet alles Uber Essen sowie
Rezepte, Ernahrung usw.

Ein single-character wildcard:

Example: mitrix
Ergibt als Ergebnisse alles uUber M@trix, matrix,
metriX.....

1 jegliches Wort wildcard

Gougle

12
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Wie sucht man gezielt mit Google ?

Fortgeschrittene Operatoren

Google advanced operators helfen dabei die Suche zu
verfeinern. Sie werden als Teil direkt in den Google
Suchbegriff integriert.

Diese Operatoren verwenden folgenden Grundsyntax:
operator:search term

Es gibt keine Leerzeichen zwischen dem Operator, dem
Doppelpunkt und dem Suchbegriff!

Google

13



Advanced Operators|(Site:

Findet Webseiten welche nur
assozilert sind. Damit kann
ausfindig gemacht werden.

Belispiel:
site:ch
site:lugbe. ch
site: wwv. | ugbe. ch

Google

- » *Wie sucht man gezielt mit Google ?

zu der spezifizierten Domane
eine Struktur der Domane

14
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Beispiel www.search.ch

http://www.google.com/search?g=site%$3Asearch.ch+&btnG=Search

15


http://www.google.com/search?q=site%3Asearch.ch+&btnG=Search
http://www.google.com/search?q=site%3Asearch.ch+&btnG=Search

Google

Wie sucht man gezielt mit Google ?

Beispiel www.search.ch

http://www.google.com/search?g=site%$3Asearch.ch+&btnG=Search

meteo.search.ch
news.search.ch
tv.search.ch
werbearena.search.ch
date.search.ch

ferien.search.ch

15


http://www.google.com/search?q=site%3Asearch.ch+&btnG=Search
http://www.google.com/search?q=site%3Asearch.ch+&btnG=Search

Google

Wie sucht man gezielt mit Google ?

) LugBE

Advanced Operators (Filetype:

Findet Dokumente mit den spezifizierten Endungen.

Auswahl aus den moglichen Endungen:
- HyperText Markup Language (html)
- Microsoft PowerPoint (ppt)

— Adobe Portable Document Format (pdf)
— Microsoft Word (doc)

— Adobe PostScript (ps)

— Microsoft Works (wks, wps, wdb)

— Microsoft Excel (xls)

— Rich Text Format (rtf)

— Shockwave Flash (swf)

- Text (ans, txt)

Beispiel: Budget filetype:xls

16
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Wie sucht man gezielt mit Google ?

$k~l’ I.lIS,E;EE

Advanced Operators|(Intitel:

Intitel: Suchbegriff

Findet Webseiten mit den spezifizierten Suchbegriff im
Titel.

Allintitle: Suchbegriff 1 Suchbegriff 2

Findet Webseiten mit all den spezifizierten Suchbegriffen
im Titel.

Beispiel: Intitle: Index.of “parent directory”

17
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Wie sucht man gezielt mit Google ?

$k~l’ I.lIS,E;EE

Advanced Operators( Inurl:

| nurl: Suchbegriff

Findet Webseiten mit den spezifizierten Suchbegriff in
der URL.

Al li1nurl: Suchbegriff 1 Suchbegriff 2

Findet Webseiten mit all den spezifizierten Suchbegriffen
in der URL.

Beispiel:
Inurl: cgi-bin

Allinurl: cgi-bin password

18
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kNG

/

Operator Purpose Mixes with Can be Does search work in VAR
other used
operators? | alone? Web | Images | Groups | News
intitle Search page yes yes yes yes yes yes
title
allintitle Search page no yes yes yes yes yes
title
inurl Search URL yes yes yes yes not like intitle
really
allinurl Search URL no yes yes yes yes like intitle
filetype Search yes no yes yes no not really
specific files
allintext Search text of | not really yes yes yes yes yes
page only
site Search yes yes yes yes no not really
specific site
7Iink Search for no yes yes no no not really
links to pages
inanchor Search link yes yes yes yes not yes
anchor text really
numrange Locate yes yes yes no no not really
number
daterange Search in yes no yes not not not really
date range really really
author Group author | yes yes no no yes not really
search
group Group name not really yes no no yes not really
search
insubject Group subject | yes yes like like yes like intitle
search intitle | intitle
msgid Group msgid no yes not not yes not really
search really | really

19
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‘Wie sucht man gezielt mit Google ?

GO6

e

GKING

SESNS) osCommerce
E] | ¢ l http: om/catalog/admin/orders.php+filety » "Qv filetype:php inurl:admin inurl © ' |
This is G o © g | e's cache of http://www. .com/catalog/admin/orders.php.

G o =~ gl e's cache is the snapshot that we took of the page as we crawled the web.
The page may have changed since that time. Click here for the current page without highlighting.
This cached page may reference images which are no longer available. Click here for the cached text only.

To link to or bookmark this page, use the following url: http://www.google.com/search?g=cache:Ve-
Toll9sPkI:www. .com/catalog/admin/orders.php+filetype:php+inurl:admin+inurl:orders&hl=en

Google is not affiliared with the authors of this page nor responsibie for its content.

Customer
names

These search terms have been highlighted: orders
These terms only appear in links pointing to this page: admin

Order Amountsj

Support Site | Online Catalog | Administration

] 2]

Configurati

onfigura O
My Store
w Customers Order Total Date Purchased Status Action
Maximum Values
Images ter | itts $56.30 07/01/2004 20:19:33  Delivered (2]
Customer Details
Shinpine/Packagin mE an $81.90 06/17/2004 11:22:22 Delivered 2]
T drdlilbewit $69.50 06/16/200422:3820  Pending @
é—‘éﬁ}%ﬁ B ianikeison $4525 04/23/200402:08:24 Delivered B
E-Mail Options igu¢ 7ega $159.15 04/16/2004 22:37:00 Delivered L2
Download

Order ID:

Status: | Allorders | %)

[49] 07/01/2004 20:19:33
2]

2] (2]

Date Created: 07/01/2004
Last Modified: 07/06/2004

Display 2 menu

Payment
details!
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Was kann man finden ;-)

C-O()

GI(ING

SQL Passworter

SESNS) http://216.239.41.1...ysql_connect&hl=4

filetype:inc intext:mysql_connect

| http://216.239.41.104/sear..._ | T

<?php
Shost="m
Suser="cs3projo";
Spassword-="tTnM76mx5"

(

Sdatabase="cs3projo”

mysql_connect($host, Suser, $password) ;

2>

C )

| o |

In

K

<4

@mysgl select_db($database) or die ("I cannot

>

clude files with
cleartext

passwords... »

A

7
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Was kann man finden ;-)

Google

GKING

SQL Passworter
filetype:sqgl +"I1DENTIFI ED BY" -cvs

rO O 6 Google Search: filetype:sql +"IDENTIFIED BY" -cvs
I. e ] [ C | httD://\.w.'\.w.'w.googIe.com/se.alrt ~ Q- filetype:sql +"IDENTIFIED BY" -cvs

Web |Images Groups News Froogle more »

‘ O & ) gl e filetype:sal +"IDENTIFIED BY" -cvs (" Search ) ;’:fi'e':;f“ -

Web Results 1 - 100 of about 334 for filetype:sql +"IDENTIFIED BY" -cvs. (0.43 seconds)

create user M DESHRYVER identified by bda default tablespace users ...
create user M_DESHRYVER identified by bda default tablespace users; create user
M_GERBELOT identified by bda default tablespace users; create user M_HIGUERA ...
www. fr/mast-create-user.sql - 5k - Cached - Similar pages

create user arnhold identified by student default tablespace users ...
create user arnhold identified by student default tablespace users temporary tablespace
temp; grant correct resource to arnhold; create user brardt identified ..

WWW. ‘w.de/~uwe/DBScript.sql - 8k - Cached - Similar pages

create user heine identified by student default tablespace users ...
create user heine identified by student default tablespace users temporary tablespace
temp; grant connect, resource to heine; create user Ilppold Idontlflod by

WWW. .de/~uwe/BioDBScript.sql - 3k - Cached - Similar pages

CREATE DATABASE hydria USER SYS IDENTIFIED BY change USER SYSTEM ...

CREATE DATABASE hydria USER SYS IDENTIFIED BY change USER SYSTEM IDENTIFIED BY change
LOGFILE GROUP 1 (‘/var/localloracle/oradata01/hydria/redo01.log") SIZE ...
www gritwiki’pub/ Main/SystemAdministration/dbcreate.sqgl - 7k - Cached - Similar pages

CREATE TABLE domain ( domain varchar(30) NOT NULL. anything ...
.. varchar(10) NOT NULL default ‘reject’, enable tinyint{4) NOT NULL default "1");
GRANT SELECT ON passwd TO myshadow@localhost IDENTIFIED BY ‘myshadow’; GRANT ...

manu.| .net/doc/auth_mysqgl'schema.sql - 3k - Cached - Similar pages
v
Display a menu Z
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Was kann man finden ;-)

SOiiNg

AXxis Print Servers

8006
(<« >l ¢l + 10|

[0 Proxies ihackstuff

Network Print Server /\

Print server
administration,
Google-style!

~ Q. intitle:"Network Print Server” filetype:shtm

Network Print Server

Printer Overview

AXISa

COMMUNICATIONS

Printer Overview

Print Jobhs

General Help

L - user | admin

v

USER

&7 AXIS 540+/542+

Print Server Name: AXIS42AAT7F
System Location: 301A-EGRC

Serial Number: 00:40:8C:42:AATF

( Configuration Wizard\}

Thanks to

murfie for

this one!
L [
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Was kann man finden ;

Google

=3

HAGKING

Xenix, Sweex, Orite Web Cams

r

SEOES Google Search: allinurl:index.htm?cus?audio
[ 4 > ] [ ¢ ] [ +J http://www.google.com/search ~ Q- Google

[0 Proxies ihackstuff

Web Images Groups™®' News Frooagle

more »

G()Ugle

Tip: Have a question? Ask the researchers at Google Answers.

IP Camera - [ Translate this page ]
Xenix. 1001/ - 2k - Cached - Similar pages

IP Camera - [ Translate this page ]
Xenix. 11002/ - 2k - Cached - Similar pages

Qrio IPCam - [ Translate this page ]

Xenix. 1004/ - 3k - Cached - Similar pages

Orite IC301

{ - 3k - Cached - Similar pages

= =

Web Results 1 - 8 of about 10 for allinurl:index.htm?cus?audio. (0.18 seconds)

e

many
brands of
live cams!

One query,\

_/

Thanks to

Display a menu

server1 for

this one!
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Was kann man finden ;-) " cKING

Active WebCam

r8 OO0 Active WebCam Page
|. 4 ) | | C] | +] €3 http: //64.2310 ~ Q- "Active Webcam Page” inurl:8080

[0 Proxies ihackstuff

- Thanks
Display a menu ~ klouw!
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Speedstream DSL Routers

* Home broadband connectivity... Googled.

@B SpeedStream Router Management Interface

..l‘.: 2

.:"‘ - ;-". —_— §

:.. PEST S v =

rm A3 .
-~ SpeedStream

Y-

5100

EEE A \\ho do you

System Type: SpeedStream 5100-Series want to
Hare Config Part #: 003-6145-505 _
_ Firmware Part #: 004-E141-A1Z disconnect
Lo MAC Address: 00:0B:23:0A:DF:6D today? Y,

Status and
Statistics

Point to Point Connection Summary:

E PPPOA(O) 80.53.144.169 ( Disconnect )

Reboot

v AR Ao
[eta i o wione o A T
IR e w A b S, t-:’f‘:."-:;".--

Found by
mO00d!
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Was kann man finden ;-) "

e
GKING

Firewalls - Smoothwall

SNS) Main page - SmoothWall Express (]
[ 4 b ] | ¢ ] | + ] @https://Z 12.226.171.43:441/cqgi-bii ~ Qx intitle:"Smoothwall Express” inurl:cgi-bin “up * days" &)

[ Proxies ihackstuff

“&
control about your smoothie services networking vpn logs tools maintenance
| credits

connection status » '

shutdown | help

Welcome to SmoothWall Express 2.0

This is your gateway to configuring and administering your SmoothWall
firewall. Please make sure you read the Administration Guide before
reconfiguring your SmoothWall — the guide is available with our other
documentation from our website.

™

Uh oh... this (Refresh)
. Rth——
firewall needs
updating...
\ Your update file is 13d 6h 50m 43s old. We recommend you update iton
' the "Updates” page.

1:16amup 41 days, 2:21, 0 users, load average: 0.04,0.01,0.00

Produced in association with | net| NELEIIUSY FujiTsy

express 2.0 p5 ui-3.6.1 © 2000 - 2003 The SmoothWall Te Thanks
SmoothWall™ is a trademark of SmoothWall Limited. Credits - Portions © original aut

Milkman!
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Was kann man finden ;-)

GI(ING

Wide Open PHP Nuke Sites

« PHP Nuke allows for the creation of a full-featured web site
with little effort.

o000 PHP-Nuke Powered Site

- ] | ¢ ] | + ] @http:f}64.233. B Qv "There are no Administrators Accounts” inurl:admin.php -mysql_fetch_row &)

S |
[0 Proxies ihackstuff

PHP/Z NUKE

OFEN SOURCE PROFESSIONAL PORTAHAL SYSTEM

[ #Home [  YourAccount | Downloads [ Submit News | Toples |
PHP-Nuke Powered Site: Administration

* Home

* AvantGo
* Downloads There are no Administrators Accounts yet, proceeed to create the Super User:
* Feedback
* Journal

* Private Messages Nickname:
* Recommend Us
* Search HomePage: http://
* Statistics
* Stories Archive Email:
* Submit News

Too lazy to install

PHP Nuke? Own

someone else’s
site instead! .

Password:

?“”eos i Thanks to

op1 Do you want to create a normal user with the same data? @ Yes (_ No

+ Topics ) : arrested for
. i S b i H
Web Links Submit this beaUty!

* Your Account

1
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Was kann man finden ;-)

Google
HAGKING

Time lapse video recorders

Even doofus hackers know

4 ...multiple N\

N

live security
camera
Views...

A L\ UL WA how to use default
€@ > 50 Q0w - passwords to get...

| | Customize Links | | Free Hotmail | | Windows Marketplace | | Windows Media | | Windows

V3 EverFocus®

Q@ BY SEGMENT LIST
@ BY ALARM LIST
@ BY DATE TIME

Play ‘ Refresh

<djajrjafmip@cf > 8L

LAN VIEW CONTROL PLAYBACK SPEED PLAYBACK POSITION

Applet EdsrComm started

-

...and historica
records of

)

recorded video

feeds

_

Thanks to
stonersavant

for this beauty!
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\ T Was kann man finden ;-)

Hacking POWER Systems!

 Ain’t technology grand? This product allows web
management of power outlets!

a Google search M

locates login page.

o000 ePowerSwitch Login
PHS I 00O ~ Q- intitle:"epower switch login” What does any
= rm Proxies ihackstuff decent haCker do to

a login page? -

ePower

EPower Switch

Password :

I €




5 LugBE

®. Was kann man finden ;-)

Hacking Power Systems!

QMozilla Firefox : _‘ =101 x|

File Edit View Go Bookmarks Tools Help

ePower 8
. Devicet  Device2 |  Device3  Device4d |  DeviceS

Device 1 =Tl LR D R

ePowerSwitch M8 (Master)
ON Socket 1-1

Socket 1-2

/

Who d::)tyou Socket 1-3
want 1to

power off Socket 1-4

\ tOday? Socket 1-5

Socket 1-6
Socket 1-7
Socket 1-8

e |

J

miy

Thanks to

immyNeutro

n for this
beauty!

_/
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Was kann man finden ;-)

Norton AntiVirus Corporate Passwords

F Encrypted, but
SEOXS) Google Search: inurl:"GRC.DAT" intext:"password" J yummy (and
[ 4. b ] [C] [+] http://www. - "Qv Google /
crackable)!
[0 Proxies ihackstuff /‘\ ) /
Web Images Groups"®' News Froogle more » m
GO L)gle inurl:"GRC.DAT" intext:"password” /_Search \ é?evfzr::ﬁgeiearc’h

Web Results 1 - 5 of 5 for inurl:"GRC.DAT" intext:"password”. (0.11 seconds)

Tip: Try removing quotes from your search to get more results.

[KEYS] IKEY!=3REGROOQOTS LicenseNumber=S00141V-11CQ-1112 Connected ...
... D1 Description=Snav Location=S IPAddress=510.1.2.110 Subnet=D0 SubnetMask=D0

Type=D2 Login=Scd Password=S105F3CD589B39EBDF8120110348 PasswordIsEncrypted=D1! ...
WWW. edu/updates/GRC.DAT - 10k - Cached - Similar pages

[KEYS] IKEY!=$REGROOTS$ FullGRCUpdateCounter=D1 LicenseNumber ...
... D1 UpdateNow=D1 SourceCount=D1 Description=8 Location=S IPAddress=S Subnet=D0 >/
SubnetMask=D0 Type=D0 Login=S Password=S0004F627A3B PasswordIsEncrypted=D1 IKEY ...

Iss. edu/~sara/GRC.DAT - 8k - Cached - Similar pages

[KEYS] IKEY!=3REGROOT$ FullGRCUpdateCounter=D1 LicenseNumber ...

... 492000=D0 'KEY!=$REGROOT#$\LiveUpdateSource Description=Ssoftzone Location=8
IPAddress=S\\Softzone\Site-open\Navupdt\ Password=S0004F627A3B PasswordIsEncrypted ...
WWW. ch/services/ pcsupport/anleitungen/virus/GRC.DAT - 7k - Cached - Similar pages

[KEYS] IKEY!=$REGROOTS$ FullGRCUpdateCounter=D1 LicenseNumber ...

... Description=S Location=S IPAddress=Spc002.w2.bo.infn.it Password=
S3118D39BF29E8897D0EOABAG2A16DA73353C31CC83A219A04A456222464 PasswordIsEncrypted= ...
WWW. it/calcolo/helpdesk/antivirus/GRC.DAT - 5k - Cached - Similar pages

Thanks
MILKMAN!




Google

Automatisierung

http://code.google.com/apis/

Es gab vor rein paar Jahren eine Google API mit welcher
man automatisierte Suchabfragen durchfiithren konnte.

Doch auch ohne diese API kann man relativ einfach gewisse
Abfragen automatisiert durchfihren.

34
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Automatisierte Domdanen Analyse mit lynx & sed/awk

35



@ Lugie Automatisierung

Automatisierte Domdnen Analyse mit lynx & sed/awk

Zuerst werden die Daten gesammelt:

GO< )gle“

35



Gougle

Automatisierung

Automatisierte Domdnen Analyse mit lynx & sed/awk

Zuerst werden die Daten gesammelt:

lynx -dump "http://www.google.com/search?hl=en&g=site%
3Asearch.cht++-site%3Amap.search.ch&num=100" > test.html

35



& /1 LUgBE GO 316’

Automatisierung

Automatisierte Domanen Analyse mit lynx & sed/awk

Zuerst werden die Daten gesammelt:

lynx -dump "http://www.google.com/search?hl=en&g=site%
3Asearch.cht++-site%3Amap.search.ch&num=100" > test.html

Danach ausgewertet:

35
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Automatisierung

Automatisierte Domanen Analyse mit lynx & sed/awk

Zuerst werden die Daten gesammelt:
lynx -dump "http://www.google.com/search?hl=en&g=site%

3Asearch.cht++-site%3Amap.search.ch&num=100" > test.html

Danach ausgewertet:

sed -n 's/\. [[:alpha:]]*:\/\/[[:alnum:]]*.search.ch\//
& /p' test.html | awk '{print $2} '

(ch;gﬂef
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Google
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Automatisierung

Automatisierte Domanen Analyse mit lynx & sed/awk

Zuerst werden die Daten gesammelt:

lynx -dump "http://www.google.com/search?hl=en&g=site%
3Asearch.cht++-site%3Amap.search.ch&num=100" > test.html

Danach ausgewertet:

sed -n 's/\. [[:alpha:]]*:\/\/[[:alnum:]]*.search.ch\//
& /p' test.html | awk '{print $2} '

Noch Besser!: Man nimmt das DNS Predict Perl Script von
Jimmy Neutron von jonny.ihackstuff.com
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Default

LugBE

Bookmarks Close

Automatisierung

blackgate:~ marct perl Documents/ lugbevortroegesgoggle’s hackingsdnspredict.pl —-domain free.fr —-iteml frodo —-itemZ orogorn
DWNS Predictor by Jimmy Meutron B.8.2

Warning: You aren't using a proxy. Remeber that thiz program is doing a direct giBgle scrapingAragorn

Frodo

Rezolving

Frodo.free.fr -

Gandalf Reszolving Gandalf .free.fr -

Goalodriel

Legolas
Gimli
EBoromir
AT WER
Gol Lum
SaruUman
Eilbo
Merrw
Sam
Pippin
Elrond
Ecwvn

Celeborn

Eamer

RFezolving
RFezolving
Fezolving
RFezolving
Rezolving
Fezolving
Rezolving
RFezolving
Fezolving
Rezolving
RFezolving
Fezalving

Fezolwving Galadriel .free.fr

Legolaz.free.fr -
Gimli.free.fr -

Eoromir.free.fr

arwen.free.fr -

Gollum.free.fr 212.27.63.158
Saruman..free . fr -
Bilbo.free.fr Z1Z2.27.63.133
Merrv.free.fr 212.27.63.125
Sam.free.fr  212.27.63.125
Pippin.free.fr -
Elrond.free.fr 212.27.63.113
Eowvn.free.fr 212.27.653.139

Fezolving Celeborn.free.fr 212.27.63.149
Faramir Reszolwing Faramir.free.fr -

Fezolving

Eomer .free.fr -

Sauron  Reszolwing Sauron.free.fr 212.27.63.146

Theoden Rezolving Theoden.free.fr -

Fezolving Denethor.free.fr 21227 .63.181
Fezolving Radagast.free.fr -

Izildur Rezolving Izildur.free.fr 212.27.63.125

Denethor
Fadagast

Grima
Orcs
Galwva
Cirdan
Eeorn

Celebrimbor

Fezolving
Rezolving
RFezolving
Fezalving
RFezolving

Grima.free.fr 212.27.63.1560
Drcs.free.fr 212.27.63.125
Galva.free.fr -
Cirdan.free.fr
Eeorn.free.fr -

Rezolving Celebrimbor.free.fr -

blackgate :~ march ||

Fezolving Aragorn.free.fr
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Protect yourself!

Apache (httpd.conf):
Options -Indexes FollowSymlinks MultiViews

Robots.txt (http://www.robotstxt.org):
#Away from my PDF files, Google!
User-Agent: Googlebot

Disallow: /*.PDFS$

#Complete block

User-Agent: *
Disallow: /

http://www.google.com/remove.html

Google
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Links

COU

GKING

http://johnny.ihackstuff.com
http://www.sensepost.com/

http://www.gosecure.ca
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qle
GKING

Y Google Hacking Database

| « | |£| |i| €3 http: //johnny.ihackstuff.com/ghdb.php ~ Q- jonny long

[0 BNC dionysos news¥ rss¥ anime¥ privy macy musicy miscy

: Google Hacking Database |

--==[ Category View ]==--

Welcome to the Google Hacking Database (GHDB)!
We call them 'googledorks’: Inept or foolish people as revealed by Google. Whatever you call these fools, you've found the center of

the Google Hacking Universe! Stop by our to see where the magic happens!

(215 entries)
These searches locate vulnerable servers. These searches are often generated from various security advisory posts, and in many cases
are product or version-specific.

(6B entries)
Really retarded error messages that say WAY too much!

(230 entries)
Mo usernames or passwords, but interesting stuff none the less.

(135 entries)
PASSWORLDS, for the LOVE OF GOD!!! Google found PASSWORDS!

{15 entries)
These files contain usernames, but no passwords... Still, google finding usernames on a web site..

(21 entries)
Examples of queries that can help a hacker gain a foothold into a web server

(232 entries)
These are login pages for various services. Consider them the front door of a website's more sensitive functions.

(59 entries)
These pages contain such things as firewall logs, honeypot logs, network information, IDS logs... all sorts of fun stuff!

(61 entries)
Google's collection of web sites sharing sensitive directories. The files contained in here will vary from sesitive to uber-secret!

(9 entries)
Examples of queries that can reveal online shopping info like customer data, suppliers, orders, creditcard numbers, credit card info, etc

http://johnny.ihackstuff.com/ghdb.php
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